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Shifting focus

Detection » Investigation
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Supporting Alert Investigations

Productivity tools for alert handlers

=% Microsoft Copilot Studio

N Home

 Reduce the cost of anti-money S Topics
" " ] Analvti | am a KYC agent. | can assist you in analyzing outstanding EDR
Iau n d erl n g O perat I O nS o Ll ds triggers! Would you like to upload the transactzion overview and the
@ Publish customer profile? Based on the work instructions, | can then analyze
the customer and prepare a draft customized letter.

 RAG functionality for working
Instructions

 Comprehensive workflow AR
support

 Summarising, drafting, etc.
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W1 Building the case W2 Defining suspicious patterns
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Ehm, detection?



Client onboarding Ongoing due diligence m

ID&V, incl UBO
Art. 3 + 33 Wwft

Sanction screening

Art. 2 RTSW

PEP screening
Art. 8 Wwft

High risk
geographies
Art. 8 + 9 Wwft

Purpose & nature
Art. 3 Wwft

Source of wealth
Art. 8 + 9 Wwft

Source of funds
Art. 3 (2)(d) +
9 Wwft

Client rish
assessment
Art. 3 + 33 Wwft

Client data

Required data natural

person (illustrative)

« Names (first + middle +
last)

« Date of birth

- Residential address

- |D doc: type, number,
date, place

- Representative see
above + mandate

Required data legal

entity (illustrative)

. Legal form

. Statutory name

« Trade name(s)

. City, street, number

- Country of incorporation

- Registration number
Business activities

- UBO: names (first +
middle + last), size
and/or nature beneficial
relationship

- Representative: names
(first + middle + last),
date of birth, authority
to represent

i
{
|

Sanction
screening

PEP
screening

High risk
geographies

Source of
funds

Source of
wealth

Detecting unusual
behaviour (TM)

FIU reporting
Art 16 Wwft

Actualisation
client data

Art. 3 + 8 Wwft
Art. 14 Bpr

Art. 2+ 3+8+9 +16
+ 23 Wwft; Art. 14 Bpr

Art. 8 + 9
Wwft

Art. 8 + 9
Wwft

Art. 2 RTSW | Art. 8 Wwft Art. 3(2)(d)

+ 9 Wwft

Exit
Art. 5
Wwft

Client data

« Data natural person - Data legal entity

Alert and event generation Baseline Event categories

In line risk assessments (incl. SIRA): « Client risk « Geographical risk « Product/services risk « Channel risk « Transaction risk

Transaction Client monitoring Other triggers

monitoring

Transaction
filtering

Client filtering

Trigger-based Time-based

alert/event

Alert/event handling triage

I——/_, - — e e —
———

) 4

Review of alert/event and/or (if needed) CDD (If needed) CDD

v ) 4 ) 4

Follow-up on CDD (Filing UAR to FIU and/or taking mitigating measures and documenting & closing alert/event)

1 Regulatory requirement
B Risk detection mechanism




Anomaly detection

e Sparse labels? Anomaly detection
to the rescue!

 Reduces preconceptions/biases
business rules

e (Can help identify ‘'unknown
unknowns’ and new risks




Anomaly detection

Practical considerations

e Extreme values rule
* Scaling, scaling

 One-hot encoding is evil

 Explanations matter
 Anomalies stand out better in peer groups

 Unknown unknowns...maybe not so
much

* Refine features at every turn

 Excellent method to check data quality



Detecting Rapid Movement Of Funds

RMOF is a well-known red flag for money laundering, fraud, and other financial misconduct
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Detecting Rapid Movement Of Funds

RMOF is a well-known red flag for money laundering, fraud, and other financial misconduct
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Encoding Account Behaviour

* Need to describe transaction '§§§%‘\ // ‘\\?:%'}’;/%/
behaviour N w'.@/‘\ 7 \\\w'

A\ W5y \NK 204
. . . . S <3 > XX
 Historically: feature engineering; \\,:*“ét;’e?’//w:g}} {%}}Wﬁ?}?‘é{/
descriptive statistics of CERIBI 7L RSSO
transaction sets g‘,‘ﬂé&%"/’/f}.@\\‘\"&gw
AR N\
- LR/ 72NN
» An autoencoder provides a low- VSN 5o\
dimensional /atent description of
behaviour
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Encoding Account Behaviour

Example ‘downstream’ use cases

 Anomaly detection

» |Latent representation as feature for other
models

* Noise reduction
* Client risk
 Compare behaviour of accounts
» Clustering (peer grouping)
* Support thematic investigations

* [ypology analysis
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Autoencoder as Anomaly Detector

Training
set:

Visualisation of the location of TP-cases within the outlier di ution ©@
300.000

mmm Yhput data clients
BN rue positives

* Autoencoder learns to
reconstruct typical patterns

‘TP’ set:
ca. 800
confirmed

 Samples that deviate yield high

reconstruction error 0.075
. . . . 0.050
* High reconstruction error implies
atypical behaviour BiSes | | || ||I |
| il TR
0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
Outlier score

Frequency Factor
o
—
-
o



Foundational Models

For time series

rArticle Open access Published: 08 January 2025 ‘
Accurate predictions on small data with a tabular

foundation model

Noah Hollmann 84, Samuel Miiller &9, Lennart Purucker, Arjun Krishnakumar, Max Korfer, Shi Bin Hoo,

Robin Tibor Schirrmeister & Frank Hutter ™

. Nature 637, 319-326 (2025) | Cite this article '

a b c d

Data density estimation Synthetic data generation Embedded data + PCA Fine-tuning data

>V e n ==l

@ Actual samples
Generated samples

® High density
® Medium density (10th percentile)
707 Low density (2nd percentile)

PCA 2

Default TabPFN predictions
\

ARRAANAND (LS
- / U\/ V \x | ,f A/u\/ \f \

[‘ 1} J
¥ | e’

Finetuned TabPFN predictions

PCA 2

~Ne

I 1 1 ] |
0 5,000 10,000 15,000 0 5,000 10,000 15,000
Credit_amount Credit_amount

—— Prediction Ground truth Training sample



Foundational Models

For behaviour / transactions

Your Spending Needs Attention:
r = p g
PRAGMA : Revolut Foundation Model Modeling Financial Habits with Transformers

D. T. Braithwaite , Misael Cavalcanti , R. Austin McEver , Hiroto Udagawa, Daniel Silva,

Maxim Ostroukhov! Ruslan Mikhailov! Viadimir Iashin! Rohan Ramanath, Felipe Meneses, Arissa Yoshida, Evan Wingert, Matheus Ramos, Brian Zanfelice,
Artem Sokolov! Andrei Akshonov! Vitaly Protasov! Dmitrii Beloborodov' Ams:bi‘ll(pta
Vince Mullin?> Roman Y. Enzmann® Georgios Kolovos® Jason Renders? {daniel.braithwaite, misael.cavalcanti,austin.mcever}@nubank.com.br
Pavel Nesterov' Anton Repushko! L J
| "Revolut Research ~ *NVIDIA I
Task Metric Baseline (ref.) PRAGMA r
Credit scoring PR-AUC — +130.2 %
ROC-AUC — +12.49 .
e TransactionGPT
Comm. engagement PR-AUC = +79.4 %
ROC-AUC — +20.4 %
External fraud Precision - +16.7 % Vica R )
1Sa Knesearc
Recall - +64.7 %
Product rec. mAP - +40.5 % L
Recurrent txns F; — +5.8 %
Lifetime value PR-AUC - +1.8 %
ROC-AUC — +2.6 %

Task Metric Baseline (ref.) _PRA

Anti-money laundering  Fj s —




Input:
Directed (Multi)graph g

Compute
Positional
Encodings

Feature
representation

Cirt

_structural
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Network Analytics
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(a) Node Embeddings with DGI +
GraphSAGE for the AMLSim data set.

unkown
licit
illicit

(b) Node Embeddings with DGI +
GraphSAGE for the Elliptic data set.

Fig. 11: Node Embeddings with DGI + GraphSAGE.
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Thank you



