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Al-based fraud detection systems (FDS) and Al fairness are
typically treated separately

The world of Al-
based FDS

The world of Al
fairness



Treating Al-based FDS and Al fairness separately hides key
trade-offs that affect real-world outcomes

“It’s just bias testing”

\ |

“What fairness metric do
we select for a FDS?”

“How do | get
sensitive data?”

“How should | monitor bias in
this dynamic environment?”

“What if | don’t
have any labels?”

“What mitigation techniques

“Can | actually use this
can we acutally apply?” Yy

feature or is it a proxy?”

“Can we determine this as developers
or should we involve 2nd line
functions?”

“What thresholds can |
apply and optimize for?”
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Can we identify how technical components of fraud
detection interact with fairness?

1 What technical components of FDS can be identified in the literature, and categorized in a
taxonomy?

What inter-dependencies can be identified between technical components and fairness
approaches when the two taxonomies are applied?
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Our proposed Taxonomy of Technical Components (TOTC)*

B8 Technical Components »
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*TOTC is an iteration on an initial taxonomy proposed by Matschak et al. (2022) — A Taxonomy of Machine Learning Based Fraud Detection Systems
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Data Quality

Label bias: FDS often face challenges on label
quality due to inaccurate and inconsistent
(historical/selective) labeling processes.

Adaptive learning

Dynamic bias: Changing fraudulent behavior
coincides with demographic behaviour.

Class balancing Overlapping data distributions

Imbalanced group and class size bias: Class
imbalance is aggregated demographic
imbalances.

Separability bias: Differences in class separability
and model features among demographic groups.
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Label bias Dynamic bias

Fairness metrics rely on available and accurate , , o
o The efficacy of fairness mitigation methods can

labels, for example, to calculate false positive rate

parity become affected.

Imbalanced group and class size bias

Brzezinski et al. (2024) showed fairness metrics
are easier to satisfy in case of severe class No direct impact on fairness metrics.

imbalance.

Separability bias

Brzezinski et al. (2024) — Properties of Fairness Measures in the Context of Varying Class Imbalance and Protected Group Ratios
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What’s next?

1 Let’s bring the theory to practice!
Get in contact!
2 TOTC is based on theoretical objects. Can we also classify real-
world systems using this method?
Our study showed inter-dependencies between technical i o
components and fairness exist. How severe is the impact of Sberendsen@deloitte.nl
these inter-dependencies on achieving fair and accurate Al-

based systems?
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